AFORMIC POLSKA Sp. z o.0., wishes to inform you that our company has fallen victim to a cyberattack that
occurred between September 5 and September 22, 2024. Our IT systems were targeted, and some project
data was compromised. Among the data affected was work-related personal data processed by AFORMIC
POLSKA SP. z 0.0., including names, email addresses, phone numbers, and job titles of individuals involved in
projects, as well as the PESEL numbers of certain collaborators. We are currently conducting a detailed
analysis of the extent of the compromised data.

Our IT teams, in collaboration with external cybersecurity experts, promptly took corrective actions. Our
systems have been fully restored to operation. A thorough incident analysis has been carried out to prevent
similar events in the future. Additionally, we have implemented a range of enhanced data security measures.

First, we identified the source of the attack and successfully blocked further unauthorized access. We also
undertook comprehensive actions to elevate the security level of our systems. Treating this incident with the
highest priority, we immediately reported it to the President of the Personal Data Protection Office. To ensure
the safety of our partners and collaborators, we also notified the Central Bureau for Combating Cybercrime
and CERT.

We have determined that the data extracted during the cyberattack has been posted on the darknet. We are
currently in the process of identifying the compromised data and are actively notifying the clients whose
confidential information may have been disclosed. Please note that the extracted data constitutes our
company's trade secrets, and we will take appropriate legal action against any individuals who download or
distribute said information. We want to emphasize that the security of our clients and the protection of data
are our top priorities.

As a precautionary measure, we are informing affected individuals of potential negative consequences, such
as contacts from unknown individuals attempting to fraudulently obtain additional information or engage in
identity theft. To ensure data security, we recommend increased vigilance and PESEL number protection.

Due to the ongoing investigation, we cannot provide further details at this time. We appreciate your
understanding and trust.

For any inquiries regarding this matter, please contact us via email at prawnik@aformic.com
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